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Job Description

	Job Title:
	Principle Engineer – Managed IT
	Location:
	Hybrid – UK (with travel to Intercity offices where required)

	Reports To:
	Head of Cloud & Managed IT
	Department:
	Managed IT

	Division:
	Shared Service

	Benefits:
	TBC



	Company Information

	There’s nothing really unique about the tech we all use. What makes Intercity special is our people. Our vision is to be the best technology partner to work for and with, our 3 Star Best Companies and Investors in People Gold award shows we’re a world-class employer. Running on People Power, Intercity had a record year of growth in 2024, a trajectory that is at the heart of our mission to enable our customers to Do More. With over 40 years of experience in delivering and launching technology solutions across Cloud, Cyber Security, Managed IT, and Communications, our teams are constantly refining how our customers work together, securely, and from anywhere.

We are highly commended by Comms Business for their ‘Workplace Award’, as well as the UK IT Awards for the ‘Best Place to Work in IT’. Additionally, our Platinum Eco Vadis rating puts us in the Top 1% of companies for sustainability and giving back to the community. And to back up our customer-first approach, our Customer Experience & Customer Service teams deliver and industry-leading +90 Net Promoter Score, which means they’re truly feeling the love!


	Job Overview

	The Principal Engineer – Managed IT is the senior technical authority within the Cloud & Managed IT department, responsible for defining, maintaining, and advancing the technical standards that underpin the delivery of Intercity’s Managed IT Services.

This role provides deep technical leadership across the Managed IT estate, supporting operational teams with complex technical challenges, guiding engineering standards, and ensuring customer environments remain secure, stable, and aligned with Intercity’s Position of Good (PoG).

The Principal Engineer acts as the escalation point for complex technical issues, provides architectural guidance to operational teams, and supports the transformation and remediation of customer environments where required.

This is a hands-on engineering leadership role, combining deep technical capability with the ability to guide teams, shape standards, and improve the technical maturity of the service.


	Key Responsibilities

	Technical Leadership
Provide senior technical leadership across Managed IT engineering teams by:
· Acting as the technical authority for complex endpoint, infrastructure and platform issues
· Supporting engineers with advanced troubleshooting and problem resolution
· Providing architectural guidance for customer environments
· Supporting the development of technical capability across engineering teams
· Ensuring consistency in engineering practices across Managed IT services

Complex Escalations & Problem Management
Act as the final escalation point for complex technical incidents where operational teams require deeper engineering expertise e.g;
· Investigating complex cross-platform technical issues
· Leading root cause analysis for major or recurring incidents
· Identifying sustainable engineering solutions
· Supporting the resolution of high-impact service issues

Engineering Standards & Platform Governance
Support the definition and evolution of engineering standards across Managed IT services.
Responsibilities include:
· Maintaining and evolving the Position of Good (PoG) framework
· Defining technical baselines for supported platforms and services
· Ensuring customer environments align with engineering standards
· Supporting the standardisation and simplification of customer estates

Environment Transformation & Remediation
Support the uplift and remediation of customer and Internal environments where required, to ensure they meet Intercity’s operational standards.

This may include:
· Performing technical discovery and environment assessments
· Remediating security or configuration gaps
· Modernising identity, endpoint and Microsoft 365 environments
· Supporting customer onboarding where environments require technical transformation

Security & Resilience
Support the implementation of security and resilience best practices across Managed IT Services, including:
· Identity and access management standards
· Security baseline configuration across supported platforms
· GDAP / Permissions and access frameworks
· Alignment to Governance certifications e.g. Cyber Essentials+, ISO, TISAX, NIST

Operational Support & Service Improvement
Work closely with Managed IT operational teams to improve service quality and reduce recurring incidents.
Responsibilities include:
· Supporting problem management initiatives
· Identifying patterns or recurring technical issues within customer estates
· Recommending engineering improvements to increase stability and supportability
· Contributing to continual service improvement activities

Documentation & Knowledge Leadership
Support the creation and maintenance of high-quality engineering documentation.
Responsibilities include:
· Contributing to technical standards documentation
· Supporting the development of internal knowledge bases and runbooks
· Ensuring complex environments are well documented and supportable
· Providing technical guidance and knowledge sharing across engineering teams

Cross-Team Collaboration
Collaborate with internal teams across the business to support the successful delivery of Managed IT services, including:
· Managed IT Operations
· Cloud Operations
· Professional Services
· Security teams
· Service Management
The Principal Engineer provides technical input into projects, escalations and service improvements where deep engineering expertise is required.



	Due to changing customer demands; duties and responsibilities are likely to vary from time to time and Intercity therefore reserves the right to amend job descriptions to reflect changing requirements.



	Person Specification

	Technical Expertise
Strong technical experience across core Managed IT platforms including:

Identity & Access Management
· Microsoft Entra ID (Azure AD)
· Hybrid identity integration with Active Directory
· Conditional Access and identity protection
· Privileged access and administrative role separation
· Identity lifecycle management and authentication controls

Modern Workplace & Microsoft 365
· Microsoft 365 platform administration including:
· Exchange Online
· SharePoint Online
· Microsoft Teams
· OneDrive
· Tenant configuration and service governance
· Microsoft 365 security configuration and service optimisation
· Integration between identity, device management and collaboration platforms

Endpoint & Device Management
· Microsoft Intune and modern endpoint management
· Windows 10 and Windows 11 enterprise environments
· Device configuration, compliance policies and lifecycle management
· Endpoint security integration with device management platforms
· Experience managing mixed device estates where applicable
· NinjaOne RMM

Infrastructure & Hybrid Platforms
· Windows Server environments
· Active Directory design and administration
· DNS and DHCP services
· Hybrid infrastructure integrating on-premise systems with Microsoft Azure
· Virtualisation platforms and core infrastructure services
· Backup, recovery and disaster recovery principles

Networking & Connectivity
· Core networking fundamentals including TCP/IP, routing and segmentation
· Firewalls and perimeter security
· VPN technologies and secure remote access
· Wireless infrastructure and internal network design principles
· Understanding of network dependencies within hybrid cloud environments

Security & Platform Hardening
· Security baseline configuration across Microsoft platforms
· Identity and endpoint security controls
· Email and collaboration platform protection
· Backup strategy validation and recovery assurance
· Monitoring and alerting integration across infrastructure and endpoints

Automation, Monitoring & Operational Tooling
· PowerShell scripting and task automation
· Experience working with RMM and monitoring platforms
· PSA tooling within managed services environments
· Documentation and configuration management systems
· Exposure to automation and orchestration tools used in MSP environments


	Experience
	
· Minimum 7 years experience in Managed Services or complex IT environments
· Demonstrable experience resolving complex infrastructure and platform issues
· Experience working across Microsoft-based environments and hybrid infrastructure
· Exposure to environment remediation, transformation or technical uplift initiatives

Relevant certifications are beneficial but not essential where strong practical experience is demonstrated.


	Success Measures
	The Principal Engineer will be successful in the role where:
· Customer environments remain aligned to engineering standards and Position of Good
· Complex technical issues are resolved effectively with minimal service disruption
· Operational teams report improved stability and supportability of customer environments
· Recurring technical issues are reduced through engineering improvements
· Technical capability within Managed IT teams continues to develop


	Intercity’s Values
	· We care
· We think secure
· We make it happen
· We never stand still
· We enjoy what we do

	Other Requirements
	· The right to work in the UK
· Employment is subject to satisfactory vetting and references
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